Declaration of Clay U. Parikh
I, CLAY U. PARIKH, declare under penalty of perjury that the following is true and

correct:

1. | have personal knowledge of the matters set forth below and would testify
competently to them if called upon to do so.

2. | have a Master of Science in Cyber Security, Computer Science from the University
of Alabama in Huntsville. | have a Bachelor of Science in Computer Science, Systems Major
from the University of North Carolina at Wilmington. In February 2007 | obtained the
Certified Information Systems Security Professional (CISSP) certification and continually
maintained good standing, until | released it on 28 February 2024. 1 also held the following
certifications: Certified Ethical Hacker (CEH) and Certified Hacking Forensic Investigator
(CHFI).

3. Since December of 2003, | have continually worked in the areas of Information
Assurance (I1A), Information Security and Cyber Security. | have performed and led teams in
Vulnerability Management, Security Test and Evaluation (ST&E) and system accreditation.
| have supported both civil and Department of Defense agencies within the U.S. government
as well as international customers, such as NATO. | have served as the Information Security
Manager for enterprise operations at Marshall Space Flight Center, where | ensured all NASA
programs and projects aboard the center met NASA enterprise security standards. | was also
responsible in part for ensuring the Marshall Space Flight Center maintained its Authority to
Operate (ATO) within the NASA agency. | have also served as the Deputy Cyber Manager
for the Army Corps of Engineers where | led and managed several teams directly in:
Vulnerability Management, Assessment and Authorization (A&A), Vulnerability Scanning,
Host Based Security System (HBSS), Ports Protocols and Service Management, and an
Information System Security Manager (ISSM) team for cloud projects. | also have performed

numerous internal digital forensic



audits. During this time span, | also worked at the Army Threat Systems Management Office
(TSMO) as a member of the Threat Computer Network Operations Team (TCNOT). | provided
key Computer Network Operations (CNO) support by performing validated threat CNO
penetration testing and systems security analysis. TCNOT is the highest level of implementation
of the CNO Team concept.

4. From 2008 to 2017, | also worked through a professional staffing company for several
testing laboratories that tested electronic voting machines. These laboratories included Wyle
Laboratories, which later turned into National Technical Systems (NTS) and Pro V&V. My
duties were to perform security tests on vendor voting systems for the certification of those
systems by either the Election Assistance Commission (EAC), or to a state’s specific Secretary
of State’s requirements.

5. | have submitted four declarations in connection with Kari Lake’s election contest
challenging the results of Arizona’s gubernatorial race in 2022 Lake v. Hobbs, No. CVV2022-
095403, filed in Maricopa County Superior Court, related to wrongdoing and violations of
Arizona law in connection with Maricopa County’s use of electronic voting machines in that
election.

6. In mid-August 2023, after | submitted my last declaration, the system log files for
Maricopa County’s vote center tabulators used in the 2020 General Election were made available
to me and to others working the 2022 case. In early January of 2024 we also received a copy of
Maricopa County’s election systems database and the forensic images of the vote center
tabulator memory cards used in the 2020 General Election. The images of the tabulator memory
cards contain system configuration settings, election data, and the tabulator system log files. A
thorough, months-long analysis of this data was conducted as part of our investigation and
compared to the electronic voting system data related to the 2022 General Election. The
meticulous data model design and intelligence isolation exercises included over 70 million lines
of system log entries, and 558 gigabytes of data.

7. | also reviewed the February 23, 2021, Audit Reports by Pro V&V?! and SLI

! https://www.maricopa.gov/DocumentCenter/View/66844/Post-Audit-Report
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Compliance?, the Maricopa County Forensic Election Audit Report conducted by Cyber Ninjas
at the request of the Arizona Senate and related follow-on reports by Maricopa and responses
thereto, and other documents relevant to my analysis as noted herein.

8.  The scope of this effort and comparing the 2020 data to the 2022 tabulator system log
files acquired in December 2022 in total, encompassed several thousand man-hours in research,
data analysis, interviews, testing and collaboration. I make the following observations and
conclusions based on this new information and provide this declaration to supplement the previous
declarations that have been submitted in Lake v. Hobbs, No. CVV2022-095403, filed in the
Maricopa County Superior Court, and my testimony in Lake et al. v. Hobbs et al., No. 2:22-cv-

00677-JJT filed in the United States District Court for the District of Arizona.

EXECUTIVE SUMMARY

9. Given my education, experience as a security professional and years of experience
working with Voting System Testing Laboratories (VSTL), and the thorough analysis of the
systems, processes, and the electronic records detailed above, the facts have led to the conclusion
that the voters of Maricopa County should have no confidence that their votes have been
accurately counted, if they were even counted at all. The egregious security violation discovered,
concerning the encryption keys utilized by the voting system only reinforces this conclusion.

10. Maricopa County uses a vote center model to conduct elections. This model includes a
central facility (MCTEC) where the Election Management System (EMS) and high-speed
tabulator/scanners are located. There are also more than two hundred vote centers (i.e., polling
locations) throughout the county each with two ImageCast Precinct-2 (ICP2) tabulators to scan
and process ballots. Tabulator memory cards contain the election software programming for
each election and are inserted into every tabulator/scanner allowing them to read and tabulate
the ballots for that election.

11. Upon analysis and review of the vote center ICP2 tabulator system log files from the

2 Case 2:22-cv-00677-JJT Document 29-8 Filed 06/07/22 "Exhibit 7"
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2020 and 2022 General Elections, | make the following observations:

a. The vote center tabulator system log files and other electronic data show conclusively
that, Maricopa used election software cobbled together with components from
versions of Democracy Suite 5.5B and 5.10. Democracy Suite 5.10 is not approved
for use in Arizona by the Secretary of State or by the EAC in any capacity. The use
of any software not included in the specific configuration as tested for certification
renders the entire voting system uncertified. Maricopa County election officials
acknowledge that any change to the voting system software would violate the official
certification and testified that was the reason for not having installed antivirus and
operating system security patches.?

b. One of the components that has been grafted onto Maricopa’s election software is
the Machine Behavioral Settings (MBS) of California’s Democracy Suite 5.10, to
include the election counting rules which govern how ballots are read and votes are tabulated.
Because of this use of uncertified software, any election results from these voting
systems cannot be relied upon.

c. The SLI Compliance audit report? solicited to among other things, “[v]erify[] that the
software installed on the tabulation equipment is the same software certified by the
U.S. Election Assistance Commission and the Arizona Secretary of State” either did
not assess the same election software as that used in the 2020 General Election or
falsely claimed that they had.

d. Following the post-election 2020 senate audit, Secretary of State Katie Hobbs
purportedly decertified Maricopa County’s vote center tabulators for fear that they
could have been compromised during the audit. Maricopa County then purchased
replacement vote center tabulators. The system logs for 2022 reveal that the

uncertified software detailed above was used again for the 2022 General Election.

3 Transcript 2:22-cv-00677-JJT (pg. 180, Lines 15-19) Testimony of Scott Jarrett “if we were to install or update
or implement patches on any piece of that equipment, it would immediately then be decertified at the federal
level. So we don't do that because it would violate federal statute and then violate state statute.”
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e. Maricopa County falsely certified that it conducted statutorily required logic and
accuracy (L&A) testing on the vote center tabulators before each of the 2020 and
2022 General Elections. In fact, the system log files, test results, and/or video
evidence show none of the vote center tabulators (including the election software
installed on them) used in the 2020 and 2022 General Elections were subjected to
statutorily required L&A testing.

12. Analysis of the 2020 election database revealed the most egregious security violation.
The secret encryption key and x509 certificate used to encrypt, decrypt, the election data, and
used for authentication when transferring files and communication are stored in plaintext,
unprotected within the election database. Compounding this, the database is not configured to

standard security configurations used for a database dealing with sensitive information.

DETAILED FINDINGS AND CONCLUSIONS

Certification of Democracy Suite 5.5B Election Software Under Arizona Law

13. AR.S. § 16-442(A) states in part that a committee of three persons appointed by the
Secretary of State “shall investigate and test the various types of vote recording or tabulating
machines or devices that may be used under this article. ... [and] submit its recommendations to
the secretary of state who shall make final adoption of the type or types, make or makes, model
or models to be certified for use in this state.”

14. AR.S. § 16-442(B) states further that an electronic voting machines “may only be
certified for use in this state and may only be used in this state if they comply with the Help
America Vote Act (HAVA) of 2002 and if those machines or devices have been tested and
approved by a laboratory that is accredited pursuant to the help America vote act of 2002.”

15. Maricopa acknowledges these requirements on its website*, stating further that:
“Maricopa County’s tabulation equipment went through extensive testing and received federally

accredited Election Assistance Commission certification.” “The Dominion Democracy Suite

4 https://www.maricopa.gov/5539/Voting-Equipment-Facts
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5.5B is both federally and state certified.” “The U.S. Election Assistance Commission
certification is an official recognition that a voting system has been tested and has met an
identified set of Federal voting system standards.”

16.  As shown in the chart entitled 2022 Election Cycle/Voting Equipment posted on the
Arizona Secretary of State’s website®, Democracy Suite 5.5B was the only version of Dominion
election software certified for use in Arizona and includes version 5.5.1.8 for the firmware used
in Maricopa’s ICP2 vote center tabulators, see Exhibit B.

17. The EAC’s DVS 5.5B certification is attached as Exhibit A. The EAC Certification
Scope of Conformance defines the specific software and firmware component versions tested
and certified by both the EAC and the state of Arizona. The EAC Certificate of Conformance
for Democracy Suite 5.5B states: “Components evaluated for this certification are detailed in the
attached Scope of Certification document. This certificate applies only to the specific version
and release of the product in its evaluated configuration.” The EAC’s Scope of Certification
also states “[a]ny use, configuration changes, revision changes, additions or subtractions from
the described system are not included in this evaluation.”

18. Dominion’s Democracy Suite election software includes a component called Machine
Behavior Settings (MBS) which govern how ballots are read and tabulated by the tabulators.
According to Dominion’s manual®, MBS are “[t]he settings that hold configuration parameters
as defined by EMS applications and passed onto the ICE and ICP2 tabulators. These settings
define and determine the behavior of the ICE and ICP2 during an election.” The MBS *“are
configured prior to the election to detect for particular ballot scenarios and elicit various
responses based on the type of ballot scenario detected®” with respect to accepting, reading, and
tabulating ballots. In short, through the MBS, one can control the outcome of an election.

19. The only version of Dominion’s tested, certified, and authorized for use in the state of
Arizona, during the 2020 and 2022 elections, was Democracy Suite 5.5B. The ICP2 tabulator

(vote center) MBS version 5.5.1.4 is shown highlighted in the screenshot from the Scope of

% https://apps.azsos.gov/election/files/ve/ve_2022_election_cycle_voting_equipment_aug.pdf
¢ Democracy Suite Use Procedures Version: 5.10-A::5 September 9, 2021 pg. 15, pg. 188
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Certification below: ’

Maricopa County’s Election Software Has Been Altered and Is Not Certified

20. The tabulator system log files reveal that the Dominion election software Maricopa
County used in the 2020 and 2022 General Elections is an uncertified home-brew version that
inserts Democracy Suite software version 5.10 MBS into the approved and certified Democracy
Suite 5.5B. This configuration has not been tested by the VSTL Pro V&V, nor been certified by
the EAC, and has not been certified for use in Arizona by the Secretary of State. Specifically,
the tabulator system log files for all vote center tabulators used in the 2020 and 2022 elections
reveal that Maricopa is using an MBS version (5.10.9.4) from California’s 5.10 system, not the
proper 5.5B version 5.5.1.4. Representative exemplars of the vote center tabulator system log

files for the 2020 and 2022 General Elections, respectively, are shown below:

" Exhibit A, pg.5



21.  Allthe system log files for the vote center tabulators used in the 2020 and 2022 General
Elections show that Maricopa installed MBS version 5.10.9.4 and that the vote center tabulators
were programmed to “expect” MBS version 5.10.3.4. Both versions are not certified for use with
Democracy Suite 5.5B.

22.  The “WARNI[ING]” described in the tabulator system log files establishes the fact the
vote center tabulators were programmed to expect a version of the California’s 5.10 system is
separate and apart from the fact that Maricopa County’s use of version 5.10 MBS Dominion
software is not authorized by the Arizona Secretary of State or certified by the EAC. California
is the only state that uses Dominion Democracy Suite version 5.10.

23. In the California Secretary of State’s Staff Report dated August 19, 2019, evaluating
this election software, the Staff Report states: “Validating the software often, and on every
system component is crucial to a secure system. Finally, Democracy Suite does not support
mixing and matching of versions between components.®” [p.25, emphasis added]

24. The system log files for all vote center tabulators used in the 2020 and 2022 General
Elections also show another warning that of a database version and domain conflict.
Representative exemplars of the vote center tabulator system log files for the 2020 and 2022

General Elections, respectively, are shown below:

8 https://votingsystems.cdn.sos.ca.gov/vendors/dominion/dvs510staff-report.pdf
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25. In computer programming, functions that check and compare component or sub-
component versions--such as the two warnings noted above--serve a vital purpose in ensuring
system functionality. Event logs are the standard way to record system checks. “Warnings” are
a specific category of an event log in software programming. A warning indicates that there
could be multiple, if not hundreds, of issues and that errors could occur. Critically, when a
warning is issued, the system could have a resulting consequence or error occur that is not
detectable by the system.

26. Candidates, contests, corresponding ballot bubbles, ballot styles, types and the
relationship between those variables are only a fraction of the potential material adverse events
that such a conflict gives rise to. Which could mean a ballot is not recorded correctly or the vote
results are not accurately tabulated. The MBS and database version conflicts are a serious matter
which can affect whether the tabulator accurately reads or records a voter’s ballot.

27.  This is especially significant in this instance due to the complex relational database

architecture of the voting system. Notably, the warnings with respect to the MBS and Election



database/domain conflict are exactly the same for 2020 and 2022. Maricopa purchased new
tabulators after the completion of the Arizona Senate audit in September 2021. Thus, Maricopa
had to reload its unlawfully modified software onto the vote center tabulators used in the 2022
General Election.

28. The result of these critical faults, individually or collectively, means there is no way to
know if votes cast in the 2020 and 2022 General Elections were correctly recorded or tabulated.
The only way to verify the correct vote would be to conduct a full analysis of the Election
Management Server (EMS), tabulator memory cards, and paper ballots. The senate audit did not
compare the 2020 paper ballots to the ballot images created during the tabulation process and

the tabulator’s interpretation of each ballot (AuditMark).

Maricopa County Did Not Perform L&A Testing in Accordance with A.R.S. §16-449

29. L&A testing is designed to test the voting systems before an election, establish and
preserve a successful state or baseline, and give the public confidence that the electronic voting
machines will accurately record and tabulate votes. The procedures for L&A testing are set forth
at A.R.S. 816-449 and in the Election Procedure Manual (EPM). A.R.S. 816-449(A) states in
part that “[w]ithin the period of time before the election day prescribed [by the EPM] adopted
pursuant to section 16-452...the automatic tabulating equipment and programs [shall be] tested
to ascertain that the equipment and programs will correctly count the votes cast for all offices
and on all measures.”

30. The 2019 EPM and 2023 EPM expressly state that:

The Board of Supervisors or officer in charge of elections is responsible for performing
an L&A test on all voting equipment prior to each election. The conduct of the test
must be overseen by at least two elections staff or inspectors (of different political
parties) and shall be open to observation by representatives of the political parties,
candidates, the press, and the public.

31. For any election that includes a federal, statewide, or legislative office, the Secretary
of State is responsible for conducting an L&A test on selected voting equipment. A.R.S. § 16-
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449.° The 2019 and 2023 EPM also expressly state that while the Secretary of State’s L&A
testing may be of selected voting equipment, “all of the county’s deployable voting equipment
must be tested.”*0

32. On October 03, 2020, Maricopa County issued a statutorily required public notice that
L&A testing for the 2020 General Election would be conducted on October 06, 2020. Maricopa
County and the Secretary of State each officially certified that the electronic voting systems had
been successfully tested for Logic and Accuracy on October 6, 2020, in accordance with Ariz.
Rev. Stat. § 16-449, see Exhibit C.

33.  Maricopa County and the Secretary of State each conducted statutorily announced
L&A testing for the 2022 General Election on October 11, 2022, and each certified separately
that pursuant to A.R.S. 816-449, the electronic voting systems had been successfully tested for
Logic & Accuracy, see Exhibit C.

34. Prior to both elections only five spare tabulators were L&A tested. None of the
tabulators that were used on either election day were L&A tested. The 2020 systems logs show
five tabulators only having activity during the L&A test period. The 2022 records show five
systems tested and those were the only tabulator logs we did not receive. The 2020 General
Election tabulator system log files all show the vote center tabulators have initialization dates of
October 7-13, i.e., after the October 6, 2020, L&A test. With respect to the 2022 General
Election, tabulator system log files all show the vote center tabulators all have initialization dates
of October 14, 17, or 18, i.e., after the October 11, 2022, L&A test.

35. The fact that the vote center tabulators all have initialization dates after the official
L&A test date of October 6, 2020, and October 11, 2022, makes it impossible for any of these
tabulators to have been L&A tested in accordance with A.R.S. §16-449. Maricopa thus, falsely
certified that it successfully completed L&A testing on October 6, 2020, and October 11, 2022,
in accordance with A.R.S. 816-449—which mandates L&A testing of all deployable voting

2019 EPM p.86; 2023 EPM p. 91.
https://apps.azsos.gov/election/files/epm/2019 elections procedures manual approved.pdf

102019 EPM p. 94-95; 2023 EPM p. 100.
https://apps.azsos.gov/election/files/epm/2023/EPM 20231231 Final Edits to Cal 1 11 2024.pdf
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equipment (i.e., including all vote center tabulators), with advance public notice and required
observers.

36. Before I had access to the tabulator system log files for the 2020 General Election, |
raised the issue of Maricopa’s falsely certifying it conducted L&A testing in connection with the
2022 General Election in my declaration dated May 8, 2023 filed in connection with Lake’s
Motion for Relief From Judgment in which | concluded that Maricopa County could not have
performed statutorily required L&A testing on the vote center tabulators used in the 2022
General Election because, among other things, the vote center tabulators all have initialization
dates of October 14, 17, or 18, i.e., after the October 11, 2022 L&A test.

37. In response to Lake’s motion, Maricopa submitted the declaration of Scott Jarrett,
Maricopa’s Co-Director of Elections, as part of their response brief filed on May 10, 2023, in
Maricopa Superior Court, Case No. CV2022-095403. In his declaration, Jarrett admitted, seven
months after the statutorily mandated L&A testing on October 11, 2022, Maricopa spent three
days: (1) cutting the seals on the 446 vote-center tabulators; (2) taking out all the memory cards
containing the election program; and (3) reformatting and reinstalling those memory cards,
purportedly with a copy of the previously certified election program. [Ex. D at 14, 15-25].

38.  The tabulator system log files show Maricopa County also conducted unannounced
testing of the 446 vote center tabulators on the same dates, and that 260 tabulators (i.e., 58%)
rejected ballots with the same error codes that occurred on Election Day and at a shockingly
similar percentage.

39. Jarrett also testified that the installation of these reformatted memory cards into the
vote center tabulators on October 14, 17, or 18 came about because Maricopa County
purportedly realized on October 10, 2022 (the day before the statutory L&A test), that they “had
not programmed the VVote Center tabulators to reject early and provisional ballots” and thus “the
reformatted cards needed to be reinserted into each of the tabulators.” [Ex. D at 9, 14-15]. Jarrett
testified further the new programming was “a security feature that Maricopa County has used
since 2020...[and] [s]Juch programming prevents a voter from being able to cast and have more
than one ballot counted in a single election.” [Ex. D at 9, 17-18].
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40. However, after Jarrett testified to this excuse, and previously mentioned the 2020
tabulator system log files were obtained and those log files also reflect that Maricopa’s vote
center tabulators used in the 2020 General Election have initialization dates after the statutory
October 6, 2020, L&A test. Did Maricopa forget to properly program the tabulators to reject
provisional and early ballots in the 2020 General Election as well?

41. Regardless, reformatting the vote center tabulators’ memory cards and installing the
election program after the statutorily mandated L&A test means any prior L&A test is void. The
testing must be rerun with the tabulators and election software installed to be compliant with the

plain language of Arizona law and standard practices.

Pro V&V and SLI did not examine the Election Software or Programming

42. Maricopa County contracted Pro V&V to conduct a field audit “to ensure the software
and hardware certified for use in Maricopa County are the same as the software and hardware
used in the conduction of the November 2020 General Election.” Pro V&V’s report details a
process by which the tabulator memory cards, which are the sole repository for the software and
election configuration files (MBS), were removed and set aside.!' After Pro V&V finished
separate firmware analysis, the report states that the memory cards were reinserted into the
machine; therefore, the software and configuration files at issue were not validated by Pro V&V.

43.  Shortly after the 2020 General Election, Maricopa requested SLI Compliance (SLI) to
forensically audit “the voting system equipment used in the November 3rd, 2020, presidential
election and records from that election, to extract facts about the use of the Dominion Voting
Systems Democracy Suite 5.5B voting system” and generate a written report 2.

44,  SLI stated their first assigned tasks was to: “1. Verifying that the software installed on
the tabulation equipment is the same as the software certified by the U.S. Election Assistance

Commission and the Arizona Secretary of State. This item is applicable to ICP2 (precinct

1 https://www.maricopa.gov/DocumentCenter/View/66844/Post-Audit-Report pg. 4 Section 3.3
12 https://www.maricopa.gov/DocumentCenter/View/66843/SLI-Compliance-Forensic-Audit-Report
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scanner), EMS (election management system — workstations and servers), ICC (central count
system) and Adjudicator (ballot resolver).”

45.  As it pertains to number one of the assigned tasks, SLI’s report details the following:

To capture a full data set of the environments being examined, and to prevent
contamination of the environments, SLI Compliance performed cloning operations on
all workstations and all Administrator SD cards collected from the ICP2 devices.

Dominion voting system files were extracted from the 35 ICP2s to validate against
EAC generated hash codes, which are used to validate that each file’s content has not
been modified.

The files were then hashed and compared to the EAC generated hash codes and
verified to match. This verified Item #1 for the 35 evaluated ICP2 components.

46. Itisalso important to note that the uncertified and unlawful tabulator programming for
both the 2020 and 2022 General Elections straddle the SLI Compliance forensic audit which
purportedly verified the tabulator programming at issue; therefore, either the audit was not true
and correct as the MBS software that SLI’s audit verified was not that which was used for 2020-
or the uncertified and unlawful software was surreptitiously reinstalled for 2022. There are no
other possibilities.

47. Maricopa County Defendants falsely asserted that they had performed hash validation
of the software of the tabulators and EMS before the Logic & Accuracy test for each election by
comparing it to that which was certified by the EAC and the Arizona Secretary of State, when

in fact they did not.*3

Storing Encryption Keys in Plain Text and Unprotected Violates Basic Security

Procedures

48. Electronic voting systems overall are full of vulnerabilities with multiple exploits

B Transcript 2:22-cv-00677-1T (pg. 187, Lines 15-24) Mr. Jarrett also explained that Maricopa County performs
“a hash code verification” prior to the Secretary’s logic and accuracy testing. (Tr. 187:15-24.)
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available. The vulnerabilities range from outdated Operating Systems (OS), third party
applications, to protocols and services. Adding to these weaknesses is system configuration.
Nearly all aspects of the voting systems do not use standard security, let alone industry best
practices when configuring their systems. Voting system vendors, like Dominion, lack basic
configuration management of their systems.

49. The election database is a prime example of misconfiguration. It is standard practice
for a database to not use OS authentication to access or modify the database. Democracy Suite
versions use OS authentication, which increases the number of attack vectors on the database.
Additionally, if a database is to hold sensitive data it should be configured to encrypt the table,
column, or row to which the sensitive data is to reside. This prevents anyone with read only or
unauthorized access from seeing the data.

50. Lastly, Democracy Suite systems use a combination of a Rijndael Key, a Rijndael
Vector, a Hash-based Message Authentication Code (HMAC) and a X509 security certificate to
encrypt, decrypt and to authenticate data. The encryption key is considered a secret key and
should be hidden and protected. All the components listed above (security processes) should be
stored encrypted, especially if stored within a database. In the Democracy Suite systems, they
are not. They are left unprotected and out in the open easy to find. With these items anyone could
manipulate system configuration files causing the tabulators to not function properly. They could
create or duplicate election data and make it look authentic. The possibilities are endless.

51. Furthermore, the plaintext storage of passwords and encryption keys on any
information system, let alone a voting system, is an egregious, inexcusable violation of long-
standing, basic cybersecurity best practices. It destroys any type of security the system wishes
to implement. Windows log-in is the only authentication needed to access the unprotected
database where the keys are stored. Windows log-in can easily be bypassed.

52. These keys being plaintext outside of the cryptographic module also violates FIPS

140-2. Section 4.7 of FIPS 140-2 “Cryptographic Key Management”!® states "The security

14 hitps://www.youtube.com/watch?v=2v-mGf4_9-A
15 https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.140-2.pdf pg.30
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requirements for cryptographic key management encompass the entire lifecycle of cryptographic
keys[.]" The section also states that "Secret keys, private keys, and CSPs shall be protected
within the cryptographic module from unauthorized disclosure, modification, and substitution."
Section 4.7.5 “Key Storage” states "Plaintext secret and private keys shall not be accessible from
outside the cryptographic module to unauthorized operators.” Additionally, the National
Institute of Standards and Technology NIST SP 800-57° section 4.7 “Key Information Storage”
states "The integrity of all key information shall be protected; the confidentiality of secret and
private keys and secret metadata shall be protected. When stored outside a cryptographic
module[.]"
CONCLUSION

53. The version mismatches and uncertified software identified in the tabulator system
logs indicate an uncertified voting system was used in both the 2020 and 2022 elections, in
violation of Arizona law. Two independent audits and Maricopa County couldn’t properly verify
the integrity of the voting system, via hash validation. The encryption mechanisms and security
certificates are left totally unprotected in a highly vulnerable system. The result of these critical
faults, individually or collectively, means there is no way to know if votes cast in either election

were correctly recorded or tabulated.

I declare under penalty of perjury that the foregoing is true and correct.

Executed on this 18 day of March 2024. s/
Clay U. Parikh

16 https://doi.org/10.6028/NIST.SP.800-57pt2rl
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