
SECOND DECLARATION OF BENJAMIN R. COTTON 

 

I, Ben Cotton, being duly sworn, hereby depose and state as follows: 

 

1) I am over the age of 18, and I understand and believe in the obligations of an oath. I make this 

affidavit of my own free will and based on first-hand information and my own personal 

observations. 

2) This Second Declaration is an update to my declaration dated June 8, 2022 filed in the case of 

Kari Lake et al. v. Katie Hobbs et al. (2:22-cv-00677-JJT) filed in U.S. District Court for the 

District of Arizona (Doc. No. 35) (“First Declaration”).  This Second Declaration details important 

new information which has come to my attention since November 2023. 

3) I am the founder of CyFIR, LLC (CyFIR). 

4) I have a master’s degree in Information Technology Management from the University of 

Maryland University College. I have numerous technical certifications, including the Certified 

Information Systems Security Professional (CISSP), Microsoft Certified Professional (MCP), 

Network+, and Certified CyFIR Forensics and Incident Response Examiner. 

5) I have over twenty-seven (27) years of experience performing computer forensics and other 

digital systems analysis. 

6) I have over twenty (20) years of experience as an instructor of computer forensics and incident 

response. This experience includes thirteen (13) years of experience teaching students on the 

Guidance Software (now OpenText) EnCase Investigator and EnCase Enterprise software.  

7) I have testified as an expert witness in state courts, federal courts and before the United States 

Congress. 

8) I have testified before the Arizona State Senate in public hearings on 15 July 2021 and 24 

September 2021 concerning the digital forensics findings connected to the Arizona State Senate 
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Maricopa County audit of the 2020 general elections. I fully stand behind those forensic findings.  

9) I regularly lead engagements involving digital forensics, cyber security, and incident response 

for law firms, corporations, and government agencies and am experienced with the digital 

acquisition of evidence under the Federal Rules of Evidence. 

10) In the course of my duties, I have forensically examined Dominion Voting Systems (DVS) 

components in Maricopa County Arizona, Antrim County Michigan, Fulton County Pennsylvania, 

Coffee County Georgia, Mesa County Colorado and Bibb County Georgia, hereinafter referred 

to as the “Analyzed Election County Components”. 

11) In the course of my duties, I have reviewed the administrative manuals and documentation for 

the DVS Democracy Suite software and hardware components. 

12) In the course of my duties, I have reviewed the public information from the Election Assistance 

Commission (“EAC”) and its certification process for election software. 

13) I have reviewed and considered applicable Arizona law1 concerning the certification and 

operation of electronic voting systems2. 

14) I have reviewed and considered the Pro V&V report dated March 2, 2022 concerning the 

programmatic errors of the Dominion tabulator titled “ICP Modification to Reset Provisional Flag 

on each Ballot Scan”. 

15) I have reviewed and considered the SLI Compliance report titled Forensic Audit Report, Report 

Number: MCA-21001-AR-01 dated February 23, 2021. 

16) I have reviewed and considered the Pro V&V report titled Field Audit Report Dominion Voting 

Systems Democracy Suite (D-Suite) 5.5-B Voting System Maricopa Post-Election Field Audit 

dated February 23, 2021. 

17) I have reviewed and considered the Maricopa Board of Supervisors’ Response to the Arizona 

 
1 Arizona Revised Statutes Title 16. Elections and Electors 
2 https://azsos.gov/sites/default/files/2019_ELECTIONS_PROCEDURES_MANUAL_APPROVED.pdf 
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Senate dated 5-17-21 and named “2021.05.17 Response Letter to Senate President Fann - 

FINAL_202105171430291332.pdf”. 

18) I have reviewed Maricopa County tabulator logs from the 2020 and the 2022 elections. 

19) Since the Arizona Senate Audit of 2020 I have gained more knowledge concerning these voting 

systems and how they work.  I have incorporated that additional knowledge into this declaration. 

EXECUTIVE SUMMARY 
 

20) I performed a thorough analysis of the Maricopa County Election Management System (“EMS”) 

used in the November 2020 election, the tabulator system log files used in November 2022 

election,  and additional artifacts. I make the following findings: 

a) The tabulator logs from the Maricopa County 2020 and 2022 elections demonstrate clearly that 

the machine behavior settings (MBS) and the database versions that existed on the tabulators 

used in those elections were not approved by the EAC certification of Dominion Voting System 

(DVS) Democracy Suite version 5.5B.  The MBS file and the database version could not have 

been produced by the DVS version 5.5B. The election software Maricopa County used in the 

November 2020 and November 2022 elections has been materially altered from the EAC and 

Arizona Secretary of State certified3 DVD D-Suite 5.5B. Any representation that this is the same 

golden image that the EAC approved is false. 

b) Comprehensive evidence was found that the EMS system contained other significant software 

alterations or deviations to the configurations approved and certified in the EAC Certification 

and Scope of Conformance. 

c) The encryption keys used to secure the results, encrypt and decrypt the tabulator results and 

protect the integrity of the EMS operations are stored in plain text in an unencrypted SQL 

database that is accessible with a simple SQL query. This egregious security lapse provides 

anyone with access to the voting system with the tools to alter election results without likely 

 
3 https://azsos.gov/sites/default/files/2024-02/2024_0118_Official_Voting_Equipment_List.pdf 
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detection. 

d) The Maricopa EMS has a compiler installed that provides the ability to modify and create 

executable files and drivers on the fly that could be used to alter election results without 

detection.  There is evidence new executable files were created at least three times during the 

active voting period in 2020. 

e) EAC authorized voting system auditors Pro V&V and SLI Compliance failed to detect material 

changes to the voting systems in their audits of February 2021. 

DETAILED FINDINGS 

Evidence of Uncertified Configurations and Software 

21) I examined the Dominion Imagecast Precinct (ICP2) logs (slog.txt) files and images from the 

November 2020 and November 2022 elections in Maricopa County.  In connection with that 

examination, I undertook an extensive examination and analysis of the EAC certification 

documentation for the Dominion Democracy Suite version 5.5B, slogs.txt files for the 2020 

election, slogs.txt files produced under FOIA by Maricopa County for the 2022 election, slog.txt 

files produced by other jurisdictions for the 2020 and 2022 elections, election databases from 

Maricopa County for the 2020 election, and system artifacts derived from the Arizona Senate 

Audit of the 2020 election.  My findings are as follows: 

a) The EAC website states that the DVS Democracy Suite version 5.5B was tested by Pro 

V&V and was certified on September 10, 2019.4 

b) The EAC Certificate of Conformance contains a Scope of Certification that details the 

software versions that were certified.  This document details that the certified ICE Machine 

Behavior Settings (MBS) are version 5.5.6.3 20190512 and the ICP2 Machine MBS are version 

5.5.1.4 201905105.  Note that the first two numbers in each of these setting numbers 

 
4 Democracy Suite 5.5B (Modification) | U.S. Election Assistance Commission (eac.gov) 3/7/2024. 
5 DVS 5.5B Certificate Scope Conformance.pdf (eac.gov) 3/7/2024 
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correspond to the Dominion Voting Software version of 5.5.  The Dominion Democracy Suite 

Use Procedures manual defines Machine Behavior Settings (MBS) as “The settings that hold 

configuration parameters as defined by EMS applications and passed onto the ICE and ICP2. 

These settings define and determine the behavior of the ICE and ICP2”.  The first two place 

numbers (separated by a period) in the MBS version number are derived from the version 

number of the Dominion Voting Systems Democracy Suite version.  The Maricopa version of the 

DVS Democracy Suite is 5.5B, therefore the version number of the MBS files should be 5.5. 

c) In the case of the slog.txt files that I examined, each ICP2 system recorded an error message 

concerning the MBS version.  In all cases the error message read “Wrong MBS version: 

Figure 1-Subset of Certified Software Versions for DVS 5.5B 
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5.10.9.4 Expecting: 5.10.3.4.”  As evidenced by the first two place number sets in the version 

numbers, both of these MBS versions would have been created by the DVS Democracy Suite 

version 5.10.  It is important to note that the ICP2 firmware was expecting to receive MBS 

version 5.10.3.4, but the version that was on the SD cards that was inserted into the ICP2 at the 

time the election was opened was 5.10.9.4.  Neither of these MBS versions were approved, 

tested or certified by the EAC with the certification of Dominion Democracy Suite 5.5B.  The 

MBS version approved by the EAC for the ICP2 is 5.5.1.4 20190510.   

d) Given the static nature of an EAC certified voting system, the only explanation for the presence 

of a non-certified components and version numbers of the MBS is an intentional manipulation 

and usage of non-certified, external systems to produce the version of MBS that was used with 

or imported into the Maricopa County voting systems in 2020 and 2022. 

22) Dominion Voting Systems represents in their documentation that “Democracy Suite is an 

Figure 2 - MBS Scope of Conformance Version Numbers 
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Election Management System (EMS) that supports all ImageCast voting channels: early votes, 

vote by mail votes, Election Day votes from touchscreen ballot marking devices (ICX) and 

Scanner, and Uniformed and Overseas Citizens Absentee Voting Act (UOCAVA) votes, from a 

single comprehensive database.”6  My examination of the slog.txt data also determined there 

was an issue with the verification of the election database that was resident on the ICP2 

systems.  That warning was once again on all slog.txt files that I examined.  That warning stated 

that “[Verification] Election database version: 1.24 is not the same as election domain version.”  

The election database version that the ICP2 was programed to expect was 1.24.  This indicates 

that the election was conducted with mismatched database versions, which would have 

increased the probability of errors in tabulation and reporting.  Further analysis is required to 

determine if the mismatched databases could be leveraged to manipulate vote counts or modify 

tabulator behavior. 

 

Figure 3 - 2020 Slog.txt With Wrong mbs 

 
6 (A) AGREEMENT.pdf (fulton.pa.us) Page 26, Paragraph 3.5.1 – 3/7/2024 
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Figure 4 - 2020 Election Database Mismatch 

Figure 5 - 2022 Wrong MBS Version 

Figure 6 - 2022 Election Database Error 

Unprotected Encryption Keys 

23) In the course of my analysis, I determined that there was a flagrant failure to protect the election 

encryption and decryption keys within the election databases in the Analyzed County Election 

Components.  The DVS Democracy Suite utilizes a combination of a Rijndael Key, a Rijndael 

Vector, a Hash-based Message Authentication Code (HMAC) and a x509 security certificate to 
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encrypt, decrypt and authenticate data.  This data includes code signing, data signing, 

communications, and tabulator results from ICC or ICP2 components.  The protection of 

election encryption and decryption keys is prominently described by DVS within Democracy 

Suite Technical Data Package documents as the mitigation for the risk of a malicious actor 

tampering with the election database, election result files, scanned ballot images, device audit 

logs, device log reports, ballot definitions and other critical elements that could allow authorized 

or unauthorized parties, to alter the outcome of an election without detection.  These keys have 

been left unprotected on the election database and are in plain text as shown below:  

24) The only barrier to access these keys is the Windows-log-in.  This log in obviously would not

prevent a malicious insider from changing results. A non-insider could easily bypass the

Windows log-in feature in about 5 minutes with well-known hacking techniques available on the

internet. Given the cyber security vulnerabilities, including the sharing of passwords between

user accounts, access to all of these encryption elements is easily obtained.  The encryption

elements are stored in the MS SQL election database and are easily retrieved with a simple

SQL query.

25) Simply put, this is like a bank having the most secure vault in the world, touting how secure it is

to the public and then taping the combination in large font type on the wall next to the vault door.

Anyone with local or remote access to the system, including authorized or unauthorized users,

can obtain the certificates and keys and once obtained the entire election can be compromised.

A simple example of the exploitation of these keys would be the modification of the results and

Figure 7 - Rijndael Key for Maricopa 2020 Election 
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.dvd files that are transmitted or copied from the ICC scanners, HiPro scanners and the ICP2 

tabulators prior to the ingestion of these files into the EMS for counting.  By leveraging the 

decryption/encryption keys it is possible to script a program that would automatically change the 

contents of the ICP2 tabulator .dvd files, results.txt and cast vote records files prior to ingestion 

into the EMS.  This altered vote count would not be logged as an intrusion or an error.  Simply 

put, it would not be detected on the EMS.   

The Maricopa County EMS Contains the Ability to Modify and Create Executable 
Files and Drivers on the Fly 
 

 
26) Contained on the Maricopa EMS are computer programs designed to create or modify 

executable files through a command line interface (CLI) by any user on the system.  These 

programs are not found as part of approved and certified Voting System Platform software that 

is listed on the EAC’s Scope of Certification posted on the EAC’s website.7   

a) This document lists the following software packages as part of the certification: 

i) .Net Framework ver. 3.5 

ii) Microsoft Visual J# ver 2.0 

iii) Microsoft Visual C++ 2015 Redistributable 

iv) Microsoft Visual C++ 2013 Redistributable 

v) Java Runtime Environment ver 7u80 

vi) Java Runtime Environment ver 8u144 

b) The Maricopa County EMS server program installations deviate from the EAC approved 

certification baseline and has the following programming software packages installed: 

i) Visual Studio 10 

ii) Visual Studio 14 

 
7 https://www.eac.gov/sites/default/files/voting_system/files/DVS_5.5B_Certificate_Scope_Conformance.pdf 
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iii) visual studio 2016 Prerequisites 

iv) Microsoft Visual C++ 2013 x64 Debug Runtime - 12.0.21005 

v) Microsoft Visual C++ Additional Runtime - 14.0.23026 

vi) Microsoft Visual C++ 2015 x64 Debug Runtime - 14.0.23026 

vii) Microsoft Visual J# 2.0 Redistributable Package - SE(x64) 

viii) Microsoft Visual C++ 2013 x64 Minimum Runtime - 12.0.21005 

ix) Microsoft Visual C++ 2013 x64 Additional Runtime - 12.0.21005 

x) Microsoft Build Tools 14.0 (amd64) 

xi) Microsoft Build Tools Language Resources 14.0 (amd64) 

xii) Visual Studio 2015 Prerequisites - ENU Language Package 

xiii) Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219 

xiv) Microsoft Visual C++ 2015 x64 Minimum Runtime - 14.0.23026 

xv) Microsoft Visual J# 2.0 Redistributable Package - SE (x64) 

xvi) .Net Framework ver. 3.5 

c) Common to these software packages is the ability to compile code to create new executable 

files (.exe) or dynamic linked libraries (.dll) used to control the computer or the devices 

contained on the system.  Within this list of unauthorized programs are two (2) Microsoft Build 

Tool packages.  MSBuild is a build tool that helps automate the process of creating a software 

product, including compiling the source code, packaging, testing, deployment and creating 

documentations. Of particular interest is that the MSBuild utility can be executed with the 

command line interface (CLI), meaning that the compiling and creating functions of MSBuild can 

be automated and scripted. The MSBuild.exe file (SHA Hash: 

1502e504e4f5e7d1abb96130f174a11c4aa59b2567cf9c0eda198132e39c4b37) is located on the 

Maricopa EMS in the C:\Windows\Microsoft.NET\Framework\v4.0.30319\MSBuild.exe file path.   

27) To determine the scope of the presence of the MSBuild.exe compiler I examined the systems from 
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Antrim County Michigan, Fulton County Pennsylvania, and others.  The complier was present on all 

of these jurisdiction’s EMS. I have determined that twelve thousand five hundred and seven 

(12,507) executable files were created or modified after the August 6, 2019 installation date of the 

DVS Democracy Suite on the Maricopa voting systems.  My findings also determined that there 

were three (3) of these files created during the actual voting process of the 2020 elections.  These 

files are: 

a) AnalysisServer.bin created on 10/07/20 08:41:42 AM 

b) App_Code.q2pxxzik.dll created on 10/31/20 12:26:18 PM 

c) App_global.asax.uf72y7eu.dll created on 10/31/20 12:26:20 PM 

The creation and implementation of these files created after the installation date and certification 

date of the DVS Democracy Suite software violates and undermines the entire purpose for the 

EAC certification process.   

EAC Accredited Voting System Test Labs Failed to Detect Material Changes to 
Maricopa County’s Voting System Election Software  

 
 
28) Maricopa County engaged the two EAC accredited VSTLs to perform audits on the Dominion 

Voting Systems employed by the county in February of 2021.  The SLI Compliance forensic 

report (the “SLI Report”) was solicited by Maricopa County Elections Department after the 2020 

election to among other things, “[v]erify that the software installed on the tabulation equipment is 

the same software certified by the EAC and the State of Arizona.”  The election software 

referred to in the SLI Report attachment contained a list of hash values purported to be the EAC 

certified software with hash values matching the DVS Democracy Suite version 5.5B certified 

system.  The results of these audits were published on February 23, 2021 prior to the Arizona 

Senate commissioned audit.  Neither of these audits reported the significant deviations found 

from my examination of Maricopa County’s election software from the EAC Certification Scope 

of Conformance.  Specifically: 
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a) The auditors only analyzed the hash values of a very small subset of the executable files 

on the systems.  My analysis of the reports indicate that only files located in the file paths 

contained in the list of file hashes attached to the SLI Compliance report were evaluated by SLI 

Compliance. This report is included to this declaration as Exhibit A.  Notably the auditor did not 

analyze or compare any files in the subdirectories of the Windows\.Net directory associated with 

the EMSApplicationServer functions or any other directory on the system.   

b) The auditors did not perform a comparative analysis of the software listed in the EAC 

Scope of Conformance and note any deviations from the certified baseline.  My analysis 

indicates significant differences between the installed files on the Maricopa EMS and the 

authorized software packages from the EAC Scope of Conformance.  Had they done so they 

would have reported the software deviations discussed in Paragraphs 21, 22, 26 and 27. 

c) I performed a comprehensive analysis of the hash values contained in the SLI 

Compliance report dated February 23, 2021.  On every system that was produced to the 

Arizona Senate and had the respective package installed, the hash value for the following files 

deviated from the SHA256 hash value listed in the SLI compliance report: 

i) AdjudicationClient.exe.config 

ii) DVS.Bridging.ImportAdapter.exe.Config 

iii) DVS.DemocracySuite.ElectionEventDesigner.exe.Config 

iv) DVS.DemocracySuite.ResultTally.exe.Config 

v) DVS.ICVA.GUI.exe.config 

vi) DefaultScanner.cfg 

These deviations were not reported.  It should be noted that all of these files which do not match the 

EAC certified file hashes are configuration files.  These deviations from the approved EAC baseline are 

especially significant because changes to configuration files change how the election software acts and 

whether ballots have been accurately recorded and tabulated.   
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CONCLUSION 

 

29) It is clear, based on my findings, that unauthorized programs, databases, configuration settings 

and actions were present on the voting systems in Maricopa County for the elections in both 2020 and 

2022.  The election software Maricopa County used in the November 2020 and 2022 elections is not 

the Democracy Suite 5.5B software version approved by the EAC. The failure to maintain the EAC 

certification configuration should, among other things, immediately lead to the decertification of these 

systems.  The placing of the master cryptographic keys on the election database in plain text and 

unprotected allows any actor with access to the voting system complete control over the election 

results. Any changes to the voting results leveraging these keys would likely not be detected.  This is 

an egregious breach of basic security practices that must be remedied immediately. No election results 

provided by these voting machines can be trusted given the subjects identified and described in this 

report. 

SIGNED UNDER THE PAINS AND PENALTIES OF PERJURY THIS 19th DAY OF March, 2024. 

 

        ________________________ 

        Benjamin R. Cotton 

 

Exhibits 

Exhibit A - SLI Compliance report titled Forensic Audit Report, Report Number: MCA-21001-AR-

01 dated February 23, 2021 

Exhibit B - Pro V&V report titled Field Audit Report Dominion Voting Systems Democracy Suite 

(D-Suite) 5.5-B Voting System Maricopa Post-Election Field Audit dated February 

23, 2021 
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 Revision History 

Date Release Author Revision Summary 

February 23, 2021 1.0 M. Santos Initial release 

Copyright © 2021 SLI Compliance 

Trademarks: All products and company names are used for identification purposes only and may  be 
trademarks of their respective owners. 

Disclaimer 

The observations and conclusions reported herein must not be used by the client to claim 
product certification, approval, or endorsement by NVLAP, NIST, or any agency of the Federal 
Government. Results herein relate only to the items evaluated. 

All evaluation conducted for this engagement has been done outside of the U.S. Election Assistance 
Commission's (EAC) Test and Certification Program. In no way does this report represent an EAC 
certification against the Voluntary Voting System Guidelines (VVSG) or any other standard. 

The audit activities referenced in this document were performed in a controlled environment using 
specific systems and data sets, and results are related to the specific items evaluated. Actual results in 
other environments may vary. 
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1 Introduction 

SLI Compliance is submitting this report as a summary of forensic auditing efforts, solicited 
by Maricopa County Elections Department. The forensic audit conducted consisted of an 
analysis and review of the voting system equipment used in the November 3rd, 2020 
presidential election and records from that election, to extract facts about the use of the 
Dominion Voting Systems Democracy Suite 5.5B voting system.  

The Maricopa County forensic audit was conducted on the Dominion Democracy Suite (DS) 
5.5B system and included examination of the following items per direction given by 
Maricopa County Elections Department: 

• 100% (9) of the County’s central count tabulators (ICC) (4 Hi-Pro high-speed
scanners and 5 Cannon high-speed scanners), which are used for processing large
quantities of ballots.

• 100% (4) workstations and (2) servers used to operate the election management
system (EMS), which includes pre-election functions for creating the election
definition for the specified election, as well as post-election activities including
accumulating, tallying and reporting election results.

• 10% sample (35) of the County’s 350 precinct-based tabulators (ICP2s) that were
utilized in the election, at the polling centers.

• 20% sample (4) of 20 adjudication stations, which allow ballots with exceptions or
outstack conditions such as over-votes, blank ballots, write-ins and marginal marks,
to be resolved.

This effort included verification of the following items: 

1. Verifying that the software installed on the tabulation equipment is the same as the
software certified by the U.S. Election Assistance Commission and the Arizona
Secretary of State.

This item is applicable to ICP2 (precinct scanner), EMS (election management 
system – workstations and servers), ICC (central count system) and Adjudicator 
(ballot resolver). 

2. Verifying that no malicious software is running on the component.

This item is applicable to ICP2 (precinct scanner), EMS (election management 
system – workstations and servers), ICC (central count system) and Adjudicator 
(ballot resolver). 

3. Verifying that the components are not connected to the internet and that they have
not been connected to the internet during the period of July 6, 2020 through
November 20, 2020.
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This item is applicable to ICP2 (precinct scanner), EMS (election management 
system – workstations and servers), ICC (central count system) and Adjudicator 
(ballot resolver). 

4. Performing a physical audit of the components to verify there is no unexpected
hardware (a sample of 5 ICP2 precinct scanners).

This item is applicable to ICP2 (precinct scanner). 

Below is a listing of when each item above was completed for each relevant 
component. 

For Item #1, verifying component hashes against EAC generated hashes: 

• Item #1 was complete for ICP on Day 1

• Item #1 was complete for EMS workstations on Day 3

• Item #1 was complete for EMS servers on Day 5

• Item #1 was complete for ICC on Day 3

• Item #1 was complete for Adjudicator on Day 3

For Item #2, verifying that no malicious software is running on the 
component: 

• Item #2 was complete for ICP on Day 3

• Item #2 was complete for EMS workstations on Day 4

• Item #2 was complete for EMS servers on Day 4

• Item #2 was complete for ICC on Day 5

• Item #2 was complete for Adjudicator on Day 4

For Item #3, verifying components are not connected to the internet: 

• Item #3 was complete for ICP on Day 3

• Item #3 was complete for EMS workstations on Day 4

• Item #3 was complete for EMS servers on Day 5

• Item #3 was complete for ICC on Day 5

• Item #3 was complete for Adjudicator on Day 4

For Item #4, verifying physical audit of the ICP component: 

• Item #4 was complete for ICP on Day 1
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This audit was performed at a Maricopa County Election Department facility, 
located at 510 South 3rd Avenue, Phoenix, Arizona, over a five day period, from 
February 8th to February 12th, 2021. 

• Attachments included are as listed:

o Attachment A – Hashes by Component

o Attachment B – User Activity and Malicious Software Review

o Attachment C – Networking Review Criteria

2 Process 

SLI Compliance conducted the forensic audit in a way that maximized efficiencies in 
examining the election artifacts. 

The process included creation of raw disk images that allowed the examiners to audit and 
analyze the systems without the risk of changing the original system environments. Once the 
system media was imaged using a bit-to-bit copy of each item of system media, the examiners 
were able to mount and use forensic tools to inspect the systems for indicators of internet 
connectivity, as well as indicators of malicious or unauthorized software present on the 
systems.  

Due to the County’s strict policies regarding maintenance of the election infrastructure air gap, 
where election related devices are not allowed to be connected to non-election devices, SLI 
Compliance had to demonstrate the ability to prevent write back to any election media or 
resources. To fulfill this requirement, SLI Compliance utilized the WriteProtect™-BAY 
technology to prevent contamination of any of the election media during the forensic audit. 

The WriteProtect™-BAY technology provides read-only, write blocking technology at a 
hardware layer, preventing inadvertent modification of election media during the audit. The 
WriteProtect™-BAY provides multiple write protected ports that allow for a wide variety of 
storage media to be connected in a read only write protected manner.  

Examination for Item #1, verification of hashes, included usage of 

• Md5deep hashing application, resident on auditing workstation with a Win10
operating system, for hashing extracted files utilizing a Sha256deep algorithm

• MS Excel spreadsheet utilizing comparison formulas, for comparing and
determining if files have matching hash codes
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Examination for Item #2, checking for malicious software, included usage of 

• ClamWin Antivirus checks for software threats including viruses and spyware
(utilizing engine version 0.99.4)

• Malwarebytes protection against software threats like viruses, malware, and spyware
(utilizing component package version 1.0.1157, update package version 1.0.1157)

• Microsoft Defender Antivirus protection against software threats like viruses,
malware, and spyware (utilizing security intelligence version 1.331.708.0)

• ESET Endpoint Antivirus protection against software threats including malware,
viruses, worms and spyware (ESET Antivirus 7.3.2044.0)

• OSForensics, a digital examination tool that extracts data, including hidden data,
from a PC

• Manual review utilizing a malicious software review checklist

• For the EMS servers, due to their configuration, a different antivirus, Avast, was
utilized for examination

Examination for Item #3, internet connectivity check, included usage of 

• OSForensics, a digital examination tool that extracts data, including hidden data,
from a PC

• Manual review utilizing an internet connectivity review checklist

Examination for Item #4 

• Four ICP2 devices were opened to show the internal components resident within

• A fifth ICP2 device was opened and all components removed from the chassis for a
full examination of each internal component

3 Examination 

This section details the proceedings of the examination, as conducted onsite at the 
Maricopa County Elections Department facilities. 

Day 1 

• Out of a pool of 315 available ICP2 precinct scanners (35 had been examined in a
previous audit), SLI Compliance examined each and selected 35 ICP2s, based, in
part, on any anomalies noticed on devices. This included missing labels or seals.
Note: Due to defective batteries that would not attain the 10% minimal charge
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needed to operate the device, five of the ICP2s originally selected would not power 
up, so they were replaced by five other ICP2s. 

• Out of a pool 16 available Adjudication workstations (4 had been examined in a
previous audit), SLI Compliance selected 4 Adjudication workstations.

• SLI Compliance auditors then recorded serial numbers of each of the 35 ICP2s, 4
adjudication workstations, all 9 of Maricopa County’s ICC central count stations and
all 4 Maricopa County EMS workstations, and 2 EMS servers. All labels and seals
which had an associated serial number were recorded as well.

• To capture a full data set of the environments being examined, and to prevent
contamination of the environments, SLI Compliance performed cloning operations on
all workstations and all Administrator SD cards collected from the ICP2 devices.

• Dominion voting system files were extracted from the 35 ICP2s to validate against
EAC generated hash codes, which are used to validate that each file’s content has
not been modified.

• The files were then hashed and compared to the EAC generated hash codes and
verified to match. This verified Item #1 for the 35 evaluated ICP2 components.

• Cloning of the 4 Adjudicator workstations was initiated and completed.

• Cloning of the 9 ICC workstations was initiated.

• Physical audit of 5 ICP2s was conducted to verify no unexpected hardware was
resident within the device. This verified Item #4 for the ICP2 components.

• The ICP2 contains an internal SD card that contains all information resident on the
ICP2. That card was removed and examined to verify that no unexpected or
malicious items were resident. Contents were also compared to artifacts that were
extracted earlier as part of the Dominion file extraction process. All artifacts matched
as expected.

Day 2 

• Cloning of the 9 ICC workstations was completed.

• It was determined that the audit log (needed for review for determination of any
connections to the internet) was resident on both the Administrator SD card and the
Pollworker SD card. As the Pollworker card is the card pulled during election
activities for results determinations, SLI Compliance auditors utilized the
Administrator SD card. These cards were pulled and cloned, and then the audit log
was obtained.

o Note that six of the sampled ICP2 devices did not have SD cards. Maricopa
County personnel informed the auditors that when a device needs to be
replaced, the cards are pulled and utilized in the replacement device.
Documentation was provided by the County for five of the ICP2 devices as
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being replaced in the field. These devices were replaced due to tabulators not 
powering on, or needing to be replaced due to ball point pens being used 
which smeared the mylar screen on the scanner. The County indicated that 
the sixth device was prepared as a spare unit, but was never utilized in the 
election, and thus never had SD cards inserted. 

• Review of ICP2 logs for any internet connections was initiated.

• Review of ICP2 files for any unknown/malicious software was initiated.

• Review of Adjudicator workstation logs for any internet connections was initiated.

• Review of Adjudicator workstation files for any unknown/malicious software was
initiated.

Day 3 

• Dominion voting system files were extracted from the four Adjudicator workstation
cloned images to validate against EAC generated hash codes, which are used to
validate that each file’s content has not been modified.

• The Adjudicator workstation files were then hashed and compared to the EAC
generated hash codes and verified to match. This verified Item #1 for the 4 evaluated
Adjudicator workstation components.

• Dominion voting system files were extracted from the nine ICC workstation cloned
images to validate against EAC generated hash codes, which are used to validate
that a files content has not been modified.

• The ICC workstation files were then hashed and compared to the EAC generated
hash codes and verified to match. This verified Item #1 for the 4 evaluated ICC
workstation components.

• Review of ICP2 files for any unknown/malicious software was completed. This
verified Item #2 for the ICP2 components.

• Review of ICP2 logs for any internet connections was completed. This verified Item
#3 for the ICP2 components.

• Dominion voting system files were extracted from the four EMS workstation cloned
images to validate against EAC generated hash codes, which are used to validate
that each file’s content has not been modified.

• The EMS workstation files were then hashed and compared to the EAC generated
hash codes and verified to match. This verified Item #1 for the 4 evaluated EMS
workstation components.
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Day 4 

• Review of EMS files for any unknown/malicious software was completed. This
verified Item #2 for the EMS workstation components.

• Review of EMS logs for any internet connections was completed. This verified Item
#3 for the EMS workstation components.

• Dominion voting system files were extracted from the two EMS servers to validate
against EAC generated hash codes, which are used to validate that each file’s
content has not been modified.

• The EMS server files were then hashed and compared to the EAC generated hash
codes and verified to match. This verified Item #1 for the 2 evaluated EMS server
components.

• Review of Adjudicator files for any unknown/malicious software was completed. This
verified Item #2 for the Adjudicator components.

• Review of Adjudicator logs for any internet connections was completed. This verified
Item #3 for the Adjudicator components.

Day 5 

• Review of EMS server files for any unknown/malicious software was completed. This
verified Item #2 for the EMS server components.

• Review of EMS server logs for any internet connections was completed. This verified
Item #3 for the EMS server components.

• Review of ICC files for any unknown/malicious software was completed. This verified
Item #2 for the ICC components.

• Review of ICC logs for any internet connections was completed. This verified Item #3
for the ICC components.
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4 Audit Findings Determinations 

This section identifies the determinations for each review criterion, covering the relevant DS 
5.5B components. 

Item #1 Verifying that the software installed on the tabulation equipment is the same 
as the software that was certified by the U.S. Election Assistance Commission and the 
Arizona Secretary of State.  

ICP2 (precinct scanner) 

Each of the 35 ICP2s that were examined had the voting system files extracted following the 
Dominion prescribed procedure. Those files were then hashed, with the md5deep tool, and 
compared to the relevant EAC hash codes, which determined that the Dominion Voting 
Systems files remained unmodified from the certified files. 

For the five ICP2s that were opened for Item #4, the internal SD cards were compared to the 
extracted files and were verified to match. 

The Internal SD cards were bit-by-bit cloned, and then the image was restored onto duplicate 
SD cards for examination with Kali Linux 2020.4. This allowed the examiners to determine that 
the files contained on the internal SD storage cards matched those that were extracted using 
the Dominion defined hash verification methods. 

EMS (election management system – workstations and servers) 

Each of the six EMSs that were examined had all voting system files extracted. Those files were 
then hashed with the md5deep tool and compared to the relevant EAC hash codes, which 
determined that the Dominion Voting Systems files remained unmodified from the certified files. 

Each of the four EMS client systems were first bit-by-bit imaged, and then the images were 
mounted read-only for file extraction and verification. This allowed the examiners to maintain a 
clean snapshot of the EMS client systems under evaluation. 

The EMS servers contained encrypted raid drives that didn’t allow for bit-by-bit media imaging, 
so the EMS servers had to be examined under the close scrutiny of County officials, including 
maintaining strict air-gap policies for introduction of clean media into the environment. This 
included monitored use of brand-new USBs (witnessed to be removed from original packaging) 
to obtain election software for verification. 

ICC (central count system) 

Each of the nine ICCs that were examined had all voting system files extracted. Those files 
were then hashed with the md5deep tool and compared to the relevant EAC hash codes, which 
determined that the Dominion Voting Systems files remained unmodified from the certified files. 

Each of the nine ICC client systems were first bit-by bit-imaged, and then the images were 
mounted read-only for file extraction and verification. This allowed the examiners to maintain a 
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clean snapshot of the ICC client systems examined. It should be noted that additional hardware 
was required to process and image M.2 NVMe drive technology. All ICC systems were 
successfully imaged using the WriteProtect™-BAY technology. 

Adjudicator (ballot resolver) 

Each of the four Adjudicators that were examined had all voting system files extracted. Those 
files were then hashed with the md5deep tool and compared to the relevant EAC hash codes, 
which determined that the Dominion Voting Systems files remained unmodified from the 
certified files. 

Each of the four Adjudication client systems were first bit-by-bit imaged, and then the images 
were mounted read-only for file extraction and verification. This allowed the examiners to 
maintain a clean snapshot of the Adjudication client systems examined.  

No modifications were found by SLI Compliance to the installed Dominion software from the 
EAC certified release. 

Item #2: Verifying that no malicious software is running on the component. 

ICP2 (precinct scanner) 

All files on each of the ICP2s were examined to determine if any malicious files were resident. 
Four different antivirus scanners were utilized (Windows Defender, ESET Endpoint Protection, 
ClamWin and Malwarebytes), as well OSForensics, a digital forensics tool, to examine the 
contents of each component. 

No instance of malicious software was found on any of the devices. 

In addition to using multiple forms of antivirus and malicious software detection software, the 
verification of all of the systems’ software against trusted hash repositories stored by the 
Election Assistance Commission determined that no unexpected files or processes were 
present on the ICP2 Systems. 

EMS (election management system) 

All files on each of the EMSs were examined to determine if any malicious files were resident. 
On the four workstations, four different antivirus scanners were utilized (Windows Defender, 
ESET Endpoint Protection, ClamWin and Malwarebytes), as well OSForensics, a digital 
forensics tool, to examine the contents of each component. 

In addition to using multiple forms of antivirus and malicious software detection software, 
manual examination of the systems was conducted to identify malicious or unauthorized 
software on the systems. These inspections included: 

1) Inspection of the system registry. This included items such as Windows ‘Run’ entries,
most recently used programs, recent documents, and Windows Explorer last visit.
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2) Inspection of the system file system and installed programs: installed programs,
autorun commands, shellbag entries, Windows userassist, download history, and USB
history.

3) Inspection of the system audit logs. Includes Windows event logs, browser history,
search terms, website logins, Windows timeline events, and host system antivirus logs.

On the two servers, Avast antivirus was utilized, as well OSForensics, a digital forensics tool, 
to examine the contents of each component. The examination of the EMS servers was 
performed manually, and all information for the EMS servers was pulled manually, for export 
and examination with the OSForensics tool on a separate system. 

No instance of malicious software was found on any of the devices. 

ICC (central count system) 

All files on each of the ICCs were examined to determine if any malicious files were resident. 
On the four workstations, four different antivirus scanners were utilized (Windows Defender, 
ESET Endpoint Protection, ClamWin and Malwarebytes), as well OSForensics, a digital 
forensics tool, to examine the contents of each component. 

In addition to using multiple forms of antivirus and malicious software detection software, 
manual examination of the systems was conducted to identify malicious or unauthorized 
software on the systems. These inspections included: 

1) Inspection of the system registry. This included items such as Windows ‘Run’ entries,
most recently used programs, recent documents, and Windows Explorer last visit.

2) Inspection of the system file system and installed programs: installed programs,
autorun commands, shellbag entries, Windows userassist, download history, and USB
history.

3) Inspection of the system audit logs. Includes Windows event logs, browser history,
search terms, website logins, Windows timeline events, and host system antivirus logs.

No instance of malicious software was found on any of the devices. 

Adjudicator (ballot resolver) 

All files on each of the ICCs were examined to determine if any malicious files were resident. 
On the four workstations, four different antivirus scanners were utilized (Windows Defender, 
Endpoint, ClamWin and Malwarebytes), as well OSForensics, a digital forensics tool, to 
examine the contents of each component. 

In addition to using multiple forms of antivirus and malicious software detection software, 
manual examination of the systems was conducted to identify malicious or unauthorized 
software on the systems. These inspections included: 

1) Inspection of the system registry. This included items such as Windows ‘Run’ entries,
most recently used programs, recent documents, and Windows explorer last visit.
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2) Inspection of the system file system and installed programs: installed programs,
autorun commands, shellbag entries, Windows userassist, download history, and USB
history.

3) Inspection of the system audit logs. Includes Windows event logs, browser history,
search terms, website logins, Windows timeline events, and host system antivirus logs.

No instance of malicious software was found on any of the devices. 

SLI Compliance found no malicious software components on the installed software. 

Item #3: Verifying that the components are not connected to the internet and that they 
have not been connected to the internet during the period of July 6, 2020 through 
November 20, 2020. 

ICP2 (precinct scanner) 

Manual examination and usage of the tool OSForensics, a digital forensics tool, were used to 
examine the activities of each ICP2 component, looking to determine if any connections were 
made to the internet, with primary focus on the time period of July 6, 2020 through November 
20, 2020. 

Manual examination and the OSForensics software were used to inspect the systems to identify 
if there were any instances of the systems being connected to an internet routed network. These 
inspections included: 

1) Manual examination of the ICP2’s storage partitions including the “ICP2-Boot” and
“ICP2-Data” for logfiles, connection strings, ethernet callouts.

2) Inspection of the system file system and installed programs, extraction and
examination of the squashfs system files.

3) Inspection of the system audit logs including the election logs, system logs and the
system’s diagnostic logs.

4) Searched for ethernet, modem, and wireless connectivity settings.

5) Examination and research for WLAN, ethernet and modem connectivity, logs,
configuration, and usage.

No evidence of internet connectivity was found. 
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EMS (election management system)(workstations and servers) 

OSForensics, a digital forensics tool, was used to examine the activities of each EMS 
component, looking to determine if any connections were made to the internet, with primary 
focus on the period of July 6, 2020 through November 20, 2020. 

OSForensics software was used to inspect the systems to identify if there were any instances 
of the systems being connected to an internet routed network. These inspections included: 

1) Inspection of the system registry. This included items such as Windows ‘Run’ entries,
most recently used programs, recent documents, and Windows Explorer last visit.

2) Inspection of the system file system and installed programs: installed programs,
autorun commands, shellbag entries, Windows userassist, and download history.

3) Inspection of the system audit logs; includes Windows event logs, browser history,
search terms, website logins, and Windows timeline events.

4) USB history, to determine if there were any unauthorized wireless or USB ethernet
devices plugged in and to determine if the systems were connected to an unauthorized
network connection via a USB device.

In the case of the EMS server systems for which the OSForensics tools could not be utilized 
due to the air-gap policy, all of the information was manually examined.  

1) Inspection of the system registry. This included items such as Windows ‘Run’ entries,
most recently used programs, recent documents, and Windows Explorer last visit.

2) Inspection of the system file system and installed programs: installed programs,
autorun commands, shellbag entries, Windows userassist, and download history.

3) Inspection of the system audit logs; includes Windows event logs, browser history,
search terms, website logins, and Windows timeline events.

4) USB history, to determine if there were any unauthorized wireless or USB ethernet
devices plugged in and to determine if the systems were connected to an unauthorized
network connection via a USB device.

5) Examination and research for WLAN connectivity.

6) Verification of the server’s ARP tables, routing lists, established connections, DNS
server configurations, and netstat information.

No evidence of internet connectivity was found. 

ICC (central count system) 

OSForensics, a digital forensics tool, was used to examine the activities of each ICC 
component, looking to determine if any connections were made to the internet, with primary 
focus on the time period of July 6, 2020 through November 20, 2020. 

OSForensics software was used to inspect the systems to identify if there were any instances 
of the systems being connected to an internet routed network. These inspections included: 
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1) Inspection of the system registry. This included items such as Windows ‘Run’ entries,
most recently used programs, recent documents, and Windows Explorer last visit.

2) Inspection of the system file system and installed programs: installed programs,
autorun commands, shellbag entries, Windows userassist, and download history.

3) Inspection of the system audit logs; includes Windows event logs, browser history,
search terms, website logins, and Windows timeline events.

4) USB history, to determine if there were any unauthorized wireless or USB ethernet
devices plugged in and to determine if the systems were connected to an unauthorized
network connection via a USB device.

One ICC had a log entry of a connection attempt, with no corresponding DNS failure message, 
on August 26, 2020. The connection attempt itself was a search for how to adjust screen 
brightness. Examination of all other log files on that machine did not provide evidence of a 
successful internet connection.  

No evidence of internet connectivity was found. Such evidence would have been found if the 
system had been connected to the internet. 

Adjudicator (ballot resolver) 

OSForensics, a digital forensics tool, was used to examine the activities of each Adjudicator 
component, looking to determine if any connections were made to the internet, with primary 
focus on the time period of July 6, 2020 through November 20, 2020. 

OSForensics software was used to inspect the systems to identify if there were any instances 
of the systems being connected to an internet routed network. These inspections included: 

1) Inspection of the system registry. This included items such as Windows ‘Run’ entries,
most recently used programs, recent documents, and Windows Explorer last visit.

2) Inspection of the system file system and installed programs: installed programs,
autorun commands, shellbag entries, Windows userassist, and download history.

3) Inspection of the system audit logs; includes Windows event logs, browser history,
search terms, website logins, and Windows timeline events.

4) USB history, to determine if there were any unauthorized wireless or USB ethernet
devices plugged in and to determine if the systems were connected to an unauthorized
network connection via a USB device.

No evidence of internet connectivity was found. 

SLI Compliance found there to be no internet connectivity occurring within the specified time 
period (July 6, 2020 through November 20, 2020) on any of the examined components. 
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Item #4: Performing a physical audit of the components to verify there is no unexpected 
hardware (5 ICP2 precinct scanners).  

Physical examination of the ICP2 component included removal of the outer cover, as well an 
inner cover to expose the resident circuit boards and accompanying components on four 
ICP2s. A fifth ICP2 precinct scanner was taken even further, such that all components were 
completely removed from the chassis for examination. 

The examination showed that there were no physical components resident that were not 
expected to be there. 

SLI Compliance’s findings indicate that the installed hardware is the hardware that was 
certified as part of the EAC certification and that none of the examined components contains 
any malicious or unexpected hardware components. 

5 Summary Findings 

SLI Compliance has completed the audit of the Dominion Voting Systems Democracy Suite 
5.5B voting system components as prescribed by the Maricopa County Elections Department. 

SLI Compliance maintained the integrity of the audited system components by performing a 
bit-by-bit image of all systems examined by SLI Compliance, except for the two EMS servers 
that were live systems. Unused media from original packaging was used to remove or extract 
data from the live systems. In all instances when removing or examining system storage 
media, the County required that proof of write back protection be demonstrated, to protect the 
election infrastructure’s air-gapped environment.   

Physical examination of the County election infrastructure indicated that the physical setup of 
the systems is arranged so that all network connectivity is clearly marked and delineated. This 
means that, at any time, observers can examine and determine that the election systems are 
connected only to authorized networking. Separate cable runs are positioned to clearly 
identify all network cabling to and from election devices, and cables are color coded for easy 
identification. In addition, the entire election area is fully covered by cameras that may be 
used for observing the election process and maintaining a historic record of events on the 
election processing floor. 

While the systems examined showed no malicious or networking related USB devices being 
connected, the systems examined didn’t provide a physical or a digital method of preventing 
unauthorized USB devices to the systems. In this particular case, County policy drives control 
of USB connectivity. 

For the four items being examined, 

1. Verifying that the software installed on the tabulation equipment is the same as the
software that was certified by the U.S. Election Assistance Commission and the
Arizona Secretary of State.
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This item is applicable to ICP2 (precinct scanner), EMS (election management 
system – workstations and servers), ICC (central count system) and Adjudicator 
(ballot resolver). 

SLI Compliance’s findings indicate that the installed Dominion software remains 
unmodified from the EAC certified release. 

2. Verifying that no malicious software is running on the component.

This item is applicable to ICP2 (precinct scanner), EMS (election management 
system – workstations and servers), ICC (central count system) and Adjudicator 
(ballot resolver). 

SLI Compliance’s findings indicate that the installed software does not contain 
any malicious software components. 

3. Verifying that the components are not connected to the internet and that they have
not been connected to the internet during the period of July 6, 2020 through
November 20, 2020.

This item is applicable to ICP2 (precinct scanner), EMS (election management 
system – workstations and servers), ICC (central count system) and Adjudicator 
(ballot resolver). 

One ICC had a log entry of a connection attempt, with no corresponding DNS 
failure message, on August 26, 2020. Examination of all other log files on that 
machine did not provide evidence of a successful internet connection. No other 
component examined had any anomalies. 

4. Performing a physical audit of the components to verify there is no unexpected
hardware (5 ICP2 precinct scanners).

This item is applicable to ICP2 (precinct scanner). 

SLI Compliance’s findings indicate that the installed hardware is only the 
hardware that was certified as part of the EAC certification and that none of the 
examined components contains any malicious or unexpected hardware 
components. 

End of Forensic Audit Report 



















































































SLI Compliance

The table below prescribes the criteria utilized in review of the Dominion DS 5.5B 

voting system. This review is designed to ascertain whether any component 

contained malicious software of any kind.

User Activity and Malicious Software Review

Installed Programs: This is used to determine if there are any suspicious programs 

installed on the systems.  This could be for malicious software or indications of 

Internet usage. This could include things like VNC player, or software that was not 

listed in the Dominion documentation.

Auto-Run commands: This includes software or other objects that are run 

automatically upon system load. We will be looking for things that might indicate 

internet activity, including Zoom or other software that may load automatically and 

require internet connectivity.

Event Logs: This is where a bulk of the examination will be looking for Windows 

events that will detail external connections or other faults to help  identify internet 

connectivity or malicious software usage or activity.

UserAssist: This is detailed information from the Windows registry, about programs 

executed on the system including when last used and how many times. This will be 

used to examine programs executed on the systems. This should help track down 

potentially malicious executions on the system, as well as potentially find indicators 

of network connected programs (Webex, Zoom, VNC etc.)

Jump Lists: List of recently opened items including files, folders, websites etc. We will 

examine these areas to look for indicators of malicious software activities and 

internet connectivity.

Recycle Bin: Used to determine if there are any deleted files that would indicate 

malicious software activity or internet connectivity .

USB: This will tell you every USB device connected to the system, to help identify 

potentially malicious file activity.

FileName Search: A check of filenames, verifying files associated with products, and 

looking for known malicious files. 

DVS DS 5.5B For. Aud. Attachment B - User Activity and Malicious Software Review 1 of 1



SLI Compliance

The table below prescribes the criteria utilized in review of the 

Dominion DS 5.5B voting system. This review is designed to ascertain 

whether any component was connected to the internet during the 

timeframe of July 6th 2020 through November 20th 2020.

Networking Review Criteria

Microsoft-Windows-NlaSvc%4Operational.evtx

Microsoft-Windows-SENSE%4Operational.evtx

Microsoft-Windows-SmbClient%4Connectivity.evtx

Microsoft-Windows-Windows Defender%4Operational.evtx

Microsoft-Windows-WindowsUpdateClient%4Operational.evtx

Microsoft-Windows-WLAN-AutoConfig%4.evtx

Microsoft-Windows-Dhcp-Client%4Admin.evtx

Microsoft-Windows-Dhcpv6%4Admin.evtx

Microsoft-Windows-Host-Network-Service-Admin.evtx

Microsoft-Windows-Host-Network-Service-Operational.evtx

Microsoft-Windows-NetworkProfile%4Operational.evtx

Examine in OSForensics:

System Passwords: this will include indication of potential 

unauthorized connections. 

SRUM: System Resource Usage Monitor: if there is any activity here 

this may detail unusual network connectivity or usage

Downloads: this will include indication of potential unauthorized 

connection of systems to the internet.

Browser history: this will include indication of potential unauthorized 

connection of systems to the internet.

Search terms: this will include indication of potential unauthorized 

connection of systems to the internet.

Website logins: this will include indication of potential unauthorized 

connection of systems to the internet.

Form History: this will include indication of potential unauthorized 

connection of systems to the internet.

Bookmarks: this will include indication of potential unauthorized 

connection of systems to the internet.

Chat Logs: this will include indication of potential unauthorized 

connection of systems to the internet.

Peer to Peer: this will include indication of potential unauthorized 

connection of systems to the internet

WLAN: this will include indication of potential unauthorized 

connection of systems to the internet.

DVS DS 5.5B Forensic Audit Attachment C - Networking Review Criteria 1 of 1
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v. TR-01-03-MAR-01.00 

1.0 INTRODUCTION 

The purpose of this  report is to document the procedures that Pro V&V, Inc. followed to perform a Post-
Election Field Audit of the Dominion Voting Systems Democracy Suite (D-Suite) 5.5-B Voting System 
Maricopa County Board Elections.  The Post Election Field Audit was conducted in Maricopa County, 
Arizona, from  February 2, 2021 through February 5, 2021.  The audit was conducted at the following 
location: 

Maricopa County Elections 

510 South 3rd Avenue 

Phoenix, Arizona 85003 

1.1 References 

The documents listed below were utilized in the development of this Report: 

 Pro V&V Test Plan No. TP v. 01-03-MAR-01.03, “Dominion Voting Systems D-Suite 5.5-B Voting 
System Maricopa Post-Election Field Audit” 

 Election Assistance Commission (EAC) 2005 Voluntary Voting System Guidelines (VVSG) Version 
1.0, Volume I, “Voting System Performance Guidelines”, and Volume II, “National Certification 
Testing Guidelines” 

 Election Assistance Commission Testing and Certification Program Manual, Version 2.0 

 Election Assistance Commission Voting System Test Laboratory Program Manual, Version 2.0 

 National Voluntary Laboratory Accreditation Program NIST Handbook 150-2016, “NVLAP 
Procedures and General Requirements (NIST Handbook 150)”, dated July 2016 

 National Voluntary Laboratory Accreditation Program NIST Handbook 150-22, 2008 Edition, 
“Voting System Testing (NIST Handbook 150-22)”, dated May 2008 

 United States 107th Congress Help America Vote Act (HAVA) of 2002 (Public Law 107-252), dated 
October 2002 

 Pro V&V, Inc. Quality Assurance Manual, Version 7.0 

 EAC Requests for Interpretation (RFI) (listed on www.eac.gov) 

 EAC Notices of Clarification (NOC) (listed on www.eac.gov) 



 
 

3 | P a g e  

v. TR-01-03-MAR-01.00 

1.2 Terms and Abbreviations 

The terms and abbreviations applicable to the development of this Test Report are listed below: 

“EAC” – United States Election Assistance Commission 

“EMS” – Election Management System 

“HAVA” – Help America Vote Act 

“ICC” – ImageCast Central 

“ICP2” – ImageCast Precinct 2 

“ISO” – International Organization for Standardization 

“NOC” – Notice of Clarification 

“QA” – Quality Assurance 

“RFI” – Request for Interpretation 

“VSTL” – Voting System Test Laboratory 

 “VVSG” – Voluntary Voting System Guidelines 

1.3 Background 

The Maricopa County Board of Elections contracted with Pro V&V to conduct a Post-Election Field 
Audit to ensure the software and hardware certified for use in Maricopa County are the same as the 
software and hardware used in the conduction of the November 2020 General Election.  Maricopa also 
requested that Pro V&V perform a network analysis and an accuracy test. 

1.4 System Description 

The D-Suite 5.5-B Voting System is a paper-based optical scan voting system consisting of the following 
major components: The Election Management System (EMS), the ImageCast Central (ICC), and the 
ImageCast Precinct 2 (ICP2). The D-Suite 5.5-B Voting System configuration is a modification from the 
EAC approved D-Suite 5.5 system configuration.  

1.5 Scope 

The Post-Election Field Audit evaluated the EMS and ICC workstations and servers by comparing the 
SHA-256 hash value to the known SHA-256 hash values.  In addition, a malware detection tool was run 
on each workstation/server to establish whether any malware/virus or malicious software was running on 
the workstations/servers.  Pro V&V utilized the tool to extract the firmware from a sample of thirty-five 
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ICP2 units.  These extractions were then placed on the Pro V&V laptop to generate the SHA-256 hash 
value for the firmware.  These hash values were compared to known hash values for the Election 
Assistance Commission Federal Test Campaign.  In addition to these evaluations, Pro V&V conducted a 
network analysis to ensure the network is a “Closed Network” incapable of reaching the internet  Pro 
V&V also conducted an Accuracy Test to meet the requirements of the 2005 Voluntary Voting Systems 
Guidelines (VVSG). 

2.0 AUDIT OVERVIEW 

The evaluation of the D-Suite 5.5-B Voting System consisted of removing a copy of the 
software/firmware from each component and evaluating the software/firmware against a known SHA-256 
hash value outside of the system, running the malware detection tool to verify no malicious software was 
resident on the workstations/servers, performing a network analysis, and executing an accuracy test. 

3.0 AUDIT PROCESS AND RESULTS 

The following procedure outlines the steps that the evaluation team will execute to evaluate the D-Suited 
5.5-B under the scope defined in Section 1.5. 

3.1 General Information 

The evaluation was conducted under the guidance of Pro V&V by personnel verified by Pro V&V to be 
qualified to perform the evaluation. 

3.2 Audit Configuration 

The evaluation utilized system configurations of the D-Suite 5.5-B Voting System and its 
components that were setup by Maricopa personnel.  Pro V&V had complete access and control 
of the equipment being audited. 

3.3 Procedures and Summary Findings 

ICP2 Software Verification 

To perform the verification, the Pro V&V test team randomly selected thirty-five units for 
evaluation. A team member then photographed the seals and the device.  All seals that needed to 
be removed were then removed.  After all photographs were taken, the team member removed 
any compact flash cards under county supervision and placed them on top of the machine being 
evaluated.  The team member then inserted two compact flash cards (one blank and the other 
containing the firmware extraction tool). The unit was plugged in and powered on with the 
security token iButton press on the iButton reader.  A password was entered and a tech iButton 
was then read by the ICP2 and the option to “Extract Firmware” was selected.  The original 
compact flash cards were then reinserted into the ICP2. The team member then took the compact 
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Summary Findings 

Pro V&V test team members evaluated the physical wiring of the network, the managed switch, 
clients, and the server.  All wiring is housed in an exposed channel hanging from the ceiling.  
Different color wires are used for different device types such as printers, PCs, or tabulators.  For 
the server, commands were run to test connectivity to a known internet address and public IP 
addresses.  None for these commands returned successful execution from the server or from the 
clients.  Pro V&V determined that the network it evaluated is a “Closed Network” and does not 
have access to the internet. 

Accuracy Test 

An Accuracy Test was performed to ensure the 5.5-B system correctly captures, stores, 
consolidates, and reports the specific ballot selections, and absence of selections, for each ballot 
position. To perform the test, the test deck provided by Maricopa Board of Elections was 
inserted into each tabulator and processed to reach a total of at least 1,549,703 ballot positions.    

Summary Findings 

An Accuracy Test was performed on the ICP 2 precinct scanner, ICC HiPro Workstation, and the 
ICC Canon DR-G1130 over a two day period. Using the test deck that was provided by 
Maricopa County, all votes were tallied and adjudicated resulting in an accurate ballot count. The 
ICC workstations were scanned on the first day.  Ballots were imported into RTR and 
adjudicated resulting in accurate numbers The ICP 2 ballots were scanned on the second day and 
were scanned by volunteers from the “Leauge of Women Voters”.  Board of Elections staff acted 
as poll workers if the volunteers had any issues. 

Two anomalies recorded during the execution of this test: 

 A ballot jam was recorded on audit unit 10.  It could not be determined if the ballot was 
tabulated.  The Pro V&V test team isolated the ballot until the polls were closed.  It was 
determined the ballot was tabulated and the ballot was returned to the ballot bin.   

 On audit unit 11, after the close of polls it was determined that a ballot jammed and was 
rerun through tabulation because the total ballots cast was plus 1.  The tabulator was rezeroed 
and all ballots were rescanned.  

Ballots were imported into RTR and Adjudicated resulting in accurate numbers. 
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4.0 CONCLUSIONS 

Based on the results obtained during the Field Audit, Pro V&V determines the D-Suite 5.5-B Voting 
System, on all evaluated components, is the voting system software and hardware certified for use in 
Maricopa County and are the same as the software and hardware used in the conduction of the November 
2020 General Election. 

 

 

 

 

 

 

 




